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Terms & Definitions

Accountability: responsibility of an entity for its actions and decisions.
Asset: anything tangible or intangible that is capable of being owned or controlled to
produce value and that is held to have positive economic value is considered an asset. A
resource controlled by an entity as a result of past events and from which future economic
benefits are expected to flow to the entity.
NOTE 1 There are many types of assets, including:
information;
software, such as a computer program;
physical, such as computer;
services,
people, and their qualifications, skills, and experience; and
intangibles, such as reputation and image.
NOTE 2: In the case of industrial automation and control systems the physical assets that have the largest
directly measurable value may be the equipment under control.
Asset classification: ranking of an asset based on the results of a risk analysis activity.
Asset vs. Threat applicability matrix: two-dimensional matrix that describes the actual
applicability of threats based on the characteristics of an asset. The primary use of the
“Asset vs. Threat applicability matrix” is to support the applicability evaluation of a threat
class for an asset with specific characteristics, enabling the exclusion of the inapplicable
threats from the evaluation activity of the risk scenarios.
Attack: attempt to destroy, expose, alter, disable, steal or gain unauthorized access to or
make unauthorized use of an asset.
Communication and consultation: continual and iterative processes that an Organization
conducts to provide, share or obtain information and to engage in dialogue with
stakeholders and others regarding the management of risk.
NOTE 1 The information can relate to the existence, nature, form, likelihood, severity, evaluation, acceptability,
treatment or other aspects of the management of risk.
NOTE 2 Consultation is a two-way process of informed communication between an Organization and its
stakeholders or others on an issue prior to making a decision or determining a direction on a particular issue.
Consultation is:

O  aprocess which impacts on a decision through influence rather than power; and

O  aninput to decision making, not joint decision making.
Component: individual part of an asset; constituent and element of an asset.

Consequence: outcome of an event affecting objectives.

NOTE 1 An event can lead to a range of consequences.

NOTE 2 A consequence can be certain or uncertain and can have positive or negative effects on objectives.
NOTE 3 Consequences can be expressed qualitatively or quantitatively.

NOTE 4 Initial consequences can escalate through knock-on effects.

Control: measure that is modifying risk.

NOTE 1 Controls include any process, policy, device, practice, or other actions which modify risk.

NOTE 2 Controls may not always exert the intended or assumed modifying effect.

NOTE 3 Control is also used as a synonym for safeguard or countermeasure.

Cost: value of impact to an Organization or person that can be measured.
Countermeasure: action, process, tool, device or system that can prevent or mitigate the
effect of a threat.

Criminal risk: risk related to criminal threats.

Criminal threat: threat characterized by the element of human intent to commit the act in
question.

O O O O O O
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e Effectiveness: measure of the extent to which planned activities are realized and planned
results achieved.

e Efficiency: relationship between the results achieved and how well the resources have
been used.

e Establishing the context: defining the external and internal parameters to be taken into
account when managing risk, and setting the scope and risk criteria for the risk
management policy.

e Event: occurrence or change of a particular set of circumstances.
NOTE 1 An event can be one or more occurrences, and can have several causes.
NOTE 2 An event can consist of something not happening.
NOTE 3 An event without consequences can also be referred to as a “near miss”, “incident”, “near hit” or
“close call”.
e External context: external environment in which the Organization seeks to achieve its
objectives.
NOTE External context can include:
O the cultural, social, political, legal, regulatory, financial, technological, economic, natural and
competitive environment, whether international, national, regional or local;
O key drivers and trends having impact on the objectives of the Organization ; and
O relationships with, and perceptions and values of, external stakeholders

e Gap analysis: process to identify the gap between the security measures in place for the
protection of an asset and the security guideline measures identified for the asset.

e Guideline: statement by which to determine a course of action. Guidelines are issued and
used by Organization to make the actions of its employees or divisions more predictable,
and presumably of higher quality.

e Impact: change to the level of business objectives achieved.

e Internal context: internal environment in which the Organization seeks to achieve its

objectives.

NOTE Internal context can include:

governance, Organizational structure, roles and accountabilities;

policies, objectives, and the strategies that are in place to achieve them;

the capabilities, understood in terms of resources and knowledge (e.g. capital, time, people,
processes, systems and technologies);

perceptions and values of internal stakeholders;

information systems, information flows and decision-making processes (both formal and informal);
relationships with, and perceptions and values of, internal stakeholders;

the Organization 's culture;

standards, guidelines and models adopted by the Organization ; and

O form and extent of contractual relationships.

e Level of risk: magnitude of a risk, expressed in terms of the combination of consequences
and their likelihood.

o Likelihood: chance of something happening.

NOTE 1 In risk management terminology, the word “likelihood” is used to refer to the chance of something
happening, whether defined, measured or determined objectively or subjectively, qualitatively or
quantitatively, and described using general terms or mathematically (such as a probability or a frequency over
a given time period).

NOTE 2 The English term “likelihood” does not have a direct equivalent in some languages; instead, the
equivalent of the term “probability” is often used. However, in English, “probability” is often narrowly
interpreted as a mathematical term. Therefore, in risk management terminology, “likelihood” is used with the
intent that it should have the same broad interpretation as the term “probability” has in many languages other
than English.

O O O

O O O OO
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e Loss event: occurrence or circumstance that produces a financial loss or negative impact
on assets.

NOTE 1 A loss event can be referred to as an “incident” or “accident”.

e Monitoring: continual checking, supervising, critically observing or determining the status
in order to identify change from the performance level required or expected.
NOTE Monitoring can be applied to a risk management framework, risk management process, risk or control.

e Physical security: describes the measures that physically protect assets and people from
circumstances, attacks and events that that could cause losses or damage.

e Policy: overall intention and direction as formally expressed by management.

e Potential Risk: risk evaluated without considering/assessing the existing security measures
applied. The same concept can be expressed by the term “Initial risk”: risk before any
controls or countermeasures have been applied.

e Procedure: step-by-step instruction to achieve a desired result.

e Process: set of interrelated or interacting activities which transform inputs into outputs. In
an industrial context a series of operations performed in the making, treatment or
transportation of a product or material.

NOTE: The ANSI ISA 99.00.01 standard makes extensive use of the term “process” to describe the equipment
under control of the industrial automation and control system.

e Recovery: the recovery starts after the immediate threat to human life has subsided. The
immediate goal of the recovery phase is to bring the affected area back to some degree of
normalcy.

e Residual risk: risk remaining after risk treatment (e.g. security measures applied).
NOTE 1 Residual risk can contain unidentified risk.

NOTE 2 Residual risk can also be known as “retained risk”.

e Response: the element of a protection system designed to counteract activity and disrupt
the threat.

e Review: activity undertaken to determine the suitability, adequacy and effectiveness of
the subject matter to achieve established objectives.

NOTE Review can be applied to a risk management framework, risk management process, risk or control.

e Risk: effect (whether positive or negative) of uncertainty on objectives. It can be calculated
as a combination of the likelihood of an event and its consequence and impacts.
NOTE 1 An effect is a deviation from the expected — positive and/or negative.

NOTE 2 Objectives can have different aspects (such as financial, health and safety, and environmental goals)
and can apply at different levels (such as strategic, Organization -wide, project, product and process).
NOTE 3 Risk is often characterized by reference to potential events and consequences, or a combination of
these.

NOTE 4 Risk is often expressed in terms of a combination of the consequences of an event (including changes
in circumstances) and the associated likelihood of occurrence.

NOTE 5 Uncertainty is the state, even partial, of deficiency of information related to, understanding or
knowledge of an event, its consequence, or likelihood.

e Risk analysis: process to comprehend the nature of risk and to determine the level of risk.
NOTE 1 Risk analysis provides the basis for risk evaluation and decisions about risk treatment.
NOTE 2 Risk analysis includes risk estimation.

e Risk appetite: amount and type of risk that an Organization is prepared to pursue, retain
or take.

e Risk assessment: overall process of risk identification, risk analysis and risk evaluation.
NOTE 1: Types of resources include physical, logical and human.
NOTE 2: Risk assessments are often combined with vulnerability analysis to identify vulnerabilities and quantify
the associated risk. They are carried out initially and periodically to reflect changes in the Organization's risk
tolerance, vulnerabilities, procedures, personnel and technological changes.
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e Risk criteria: terms of reference against which the significance of a risk is evaluated.
NOTE 1 Risk criteria are based on Organizational objectives, and external and internal context.
NOTE 2 Risk criteria can be derived from standards, laws, policies and other requirements.

e Risk estimation: activity to assign values to the likelihood and consequences of a risk.
e Risk evaluation: process of comparing the results of risk analysis with risk criteria to

determine whether the risk and/or its magnitude is acceptable or tolerable.
NOTE Risk evaluation assists in the decision about risk treatment.

e Risk identification: process of finding, recognizing and characterizing risk scenario.
NOTE 1 Risk identification involves the identification of risk sources, events, their causes and their potential
consequences.

NOTE 2 Risk identification can involve historical data, theoretical analysis, informed and expert opinions, and
stakeholder's needs.

e Risk management: identification, assessment, and prioritization of risks followed by
coordinated and economical application of resources to minimize, monitor, and control
the probability and/or impact of unfortunate events or to maximize the realization of

opportunities.
NOTE Risk management generally includes risk assessment, risk treatment, risk acceptance, risk
communication, risk monitoring and risk review.

e Risk management framework: set of components that provide the foundations and
Organizational arrangements for designing, implementing, monitoring, reviewing and

continually improving risk management throughout the Organization.

NOTE 1 The foundations include the policy, objectives, mandate and commitment to manage risk.
NOTE 2 The Organizational arrangements include plans, relationships, accountabilities, resources, processes
and activities.
NOTE 3 The risk management framework is embedded within the Organization's overall strategic and
operational policies and practices.

e Risk management plan: scheme within the risk management framework specifying the
approach, the management components and resources to be applied to the management
of risk.

NOTE 1 Management components typically include procedures, practices, assignment of responsibilities,
sequence and timing of activities.

NOTE 2 The risk management plan can be applied to a particular product, process and project, and part or
whole of the Organization .

e Risk management policy: statement of the overall intentions and direction of an
Organization related to risk management.

e Risk management process: systematic application of management policies, procedures
and practices to the activities of communicating, consulting, establishing the context, and
identifying, analysing, evaluating, treating, monitoring and reviewing risk.

e Risk matrix: a two dimensional matrix describing the evaluation of a risk scenario.

e Risk mitigation controls: combination of countermeasures and business continuity plans.

e Risk owner: person or entity with the accountability and authority to manage the risk.

e Risk reduction: actions taken to lessen the likelihood, negative consequences, or both,
associated with a risk.

e Risk source: element which alone or in combination has the intrinsic potential to give rise

to risk.
NOTE Risk source can be tangible or intangible.

e Risk scenario: a particular risk event identified by a specific threat applied on a specific
asset. Each risk scenario is characterized by its likelihood and its impact. Each “security risk
scenarios” is representative of a set of scenarios that produce similar consequences. The
probability of each selected scenario must account for all the non-addressed scenarios that
it represents.
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e Risk transfer: sharing with another party the burden of loss or benefit of gain, for a risk.

e Risk treatment: process to modify risk.
NOTE 1 Risk treatment can involve:
avoiding the risk by deciding not to start or continue with the activity that gives rise to the risk;
taking or increasing risk in order to pursue an opportunity;
removing the risk source;
changing the likelihood;
changing the consequences;
sharing the risk with another party or parties (including contracts and risk financing); and
retaining the risk by informed choice.
NOTE 2 Risk treatments that deal with negative consequences are sometimes referred to as “risk mitigation”,
“risk elimination”, “risk prevention” and “risk reduction”.
NOTE 3 Risk treatment can create new risks or modify existing risks.

e Security: all measures taken to protect an Organization's business processes and
targets against threats - natural, intentional, indirect - in order to avoid damage
completely or at least minimize business disruption.

O O OO0OO0OO0OO0

e Security guideline measures: package of measures considered to be the minimum
requirement for protecting an asset.

e Security risk: effect of uncertainty on security objectives.

e Security risk scenario: a particular security risk event identified by a specific threat applied
on a specific asset.

e Stakeholder: person or Organization that can affect, be affected by, or perceive
themselves to be affected by the Organization’s actions, objectives or policies.

NOTE Decision maker can be a stakeholder.

e Storage System Operators (SSO): a natural or legal person that carries out the
function of storage and is responsible for operating a storage facility.

e Strategy: plan of action or policy or the method by which the adversary plans to achieve
their objectives.

e Supplementary security measures: set of security measures to apply to protect an asset
when the residual risk after the security guideline measures have been applied is not
judged to be acceptable.

e Threat catalogue: collection of threats and their characteristics (e.g. threat source, class,
effect, type of asset impacted, impact, etc.).

e Threat class: set of threats having the same threat source.

e Threat source: who or what may violate the security requirements of an asset. Sources can
be from inside or outside the Organization.

e Threat: a potential or actual adverse event that may be malicious or incidental and can
compromise the enterprise or security integrity of an asset.

e Transmission System Operators (TSO): entity entrusted with transporting energy in the
form of natural gas or electrical power on a national or regional level, using fixed
infrastructure.

¢ Vulnerability analysis: process of identifying, quantifying and prioritizing (or ranking) the
vulnerabilities of an asset.

e Vulnerability: weakness of an asset or control that can be exploited by a threat.
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Introduction

Natural gas is an essential component of the energy mix of the European Union (EU),
constituting one quarter of primary energy supply and contributing mainly to electricity
generation, heating, feedstock for industry and fuel for transportation.

The gas Infrastructure is a network without national boundaries, which means that a failure of
one portion of the network could propagate to other areas, potentially involving several
countries.

European Commission has identified the gas Infrastructure as a critical infrastructure. This
leads to the need of a common basic security risk level of this network across Europe.

To reach this goal, the first step is the definition of a common Security Risk Assessment
Methodology.

Gas Infrastructure Europe

Gas Infrastructure Europe (GIE) is an association representing the sole interest of the
infrastructure industry in the natural gas business such as Transmission System Operators
(TSO), Storage System Operators (SSO) and LNG Terminal Operators. GIE has currently 69
members in 25 European countries.

One of the objectives of GIE is to voice the views of its members vis-a-vis the European
Commission, the regulators and other stakeholders. Its mission is to actively contribute to the
construction of a single, sustainable and competitive gas market in Europe underpinned by a
stable and predictable regulatory framework as well as by a sound investment climate.

Background

In 2012 the GIE Security SG developed the “GIE position paper regarding the revision and
future of the European Programme for Critical Infrastructure Protection (EPCIP)”.

On 1 October 2012, the position paper was published and recognised by the stakeholders: It
was used as basis for a TNCEIP position paper (Thematic Network on Critical Energy
Infrastructure Protection) and was considered for the EPCIP revision done by a Commission
Communication which is expected to be finalised in 2013.

Point 5 (Way forward/ Position on revision), 2nd paragraph, of the position paper states: “A
common methodology of risk/threat assessment in Europe for gas infrastructure sector
developed by GIE would be desirable. An all hazard approach should be taken.”

Therefore, the GIE Risk Assessment sub-SG was established to develop a methodology for
“Security Risk Assessment” in 2013.

Goal of the study

According to EU regulations/directives (e.g. Regulation EU - No 994/2010 - measures to
safeguard security of gas supply; Council Directive 2008/114/EC - identification and designation
of European critical infrastructures and the assessment of the need to improve their protection;
...) the objective of this document is to provide guidance and advice for performing security
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risk assessment.

As underlined by the published GIE benchmark results (Security standards and practices of Gas
Infrastructure companies — Benchmark results), security has become an important aspect to be
considered and national regulations often address security aspects in gas infrastructure sector.

The GIE benchmark shows that most of gas companies adopt a comprehensive approach that
covers different security requirements, however they lack a common methodological
framework that can help them to address issues common to the gas operators and that can be
used as a reference.

Thereby the security risk assessment phase is of central importance to security management,
providing the basis on which to determine the type, nature and severity of security risks facing
the owner/operator’s gas infrastructure assets and the wider European gas infrastructure
network. It provides the methodology by which gas infrastructure (facilities, systems, and
components) with the highest threats of failure and highest potential consequences to the
safety of the public and industry workers, the environment, and production will be assessed.

Thus, the proposed Security Risk Assessment Methodology specifies the process that will help
the European gas infrastructure operators to assess their assets in order to achieve the
delivery of focused and cost-effective risk mitigation measures.

References

In order to present a replicable and adaptable (to heterogeneous contexts considered)
methodology, international institutions approaches have been collected and analysed,
focusing at first to the available methodologies provided by GIE members and the
International Standards Organization (ISO).

e Risk assessment methodologies from GIE members: as a result of the benchmark results,
the gas infrastructure operators have shared their own customised risk assessment
methodology in order to pool the experience and knowledge gained.

e Risk assessment methodology from ISO 31000:2009: provides principles and generic
guidelines on risk management, of which the process of risk assessment forms one part.
This can be used by any kind of Organization regardless of its size, activity or sector. ISO
31000 helps Organization s to increase the likelihood of achieving objectives, improve the
identification of opportunities and threats and effectively allocate and use resources for
risk treatment.

e Risk assessment methodology from Harnser: in summer 2010 the Harnser Group prepared
for the European Commission “A Reference Security Management Plan for Energy
Infrastructure”. This is a non-binding useful guidebook for operators of energy
infrastructure assets, systems or parts thereof, independent of its classification as
European Critical or under other national category. It concentrates on malicious, human-
origin threats, whilst paying attention to all related aspects of an operation.
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Applicability

The GIE Security Risk Assessment Methodology (also referred in the following sections as “the
methodology”) follows an “asset approach” focusing on the identification, analysis, evaluation
of the risks that have impact on Organization’s assets and on their components.

Thus, this methodology is applicable to the following assets:
e valve stations (fenced and not fenced);

e LNG terminal installations, including but not limited to storage tanks, sent-out installations,
ship loading/unloading installations, shore installations;

e underground storage installations;

e compressor stations;

e pressure reducing stations, metering stations;

e gas flow control centres;

e administrative buildings, regional support centres;
e process control systems;

e data communication systems;

e pipelines ™.

Qualitative/quantitative approach

One of the aspects that emerge from different GIE studies and benchmarks is the
heterogeneity of the European gas companies in terms of size, distribution on the network and
maturity level of their security risk management processes.

This result has driven the choice of the approach for the risk assessment; as described in the
following sections, the methodology requires a set of evaluations on different aspects of the
risk (e.g. impacts on the asset, likelihood of the threat, applicability and significance of a threat
on the specific type of asset); these evaluations can be either quantitative® or qualitative.

The election of one or other choice depends on®:

e the availability of data, their quantity and quality; when almost no data are available, and
their quality is either low or unknown, likelihoods and impacts may be estimated in a
qualitative manner, otherwise quantitative assessments could be done;

e the model/process complexity that the Organization wants to manage; quantitative
approach, that in principle is preferred, requires the use of mathematical models/tools
that make possible to assess likelihood/impact. The use of formal mathematical models
ensures consistency, reproducibility and transparency but needs data collecting and data
quality processes o every aspects that the security risk assessment need to evaluate (e.g.

' The proposed Methodology is applicable to the pipeline network, even if this kind of asset is to be considered out
of scope

2 E.g. classical inference method, bayesian inference method, ...

* "Best practices and methodological guidelines for conducting gas risk assessments" Ricardo Bolado; Francesco
Gracceva; Peter Zeniewski; Pavel Zastera; Lenhard Vanhoorn; Anna Mengolini
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every threat has to be characterized by a trend and historical data that feed the selected
mathematical model). On the other hand, qualitative approach is simpler but it can be
more ambiguous.

Considering these aspects, the methodology proposed has been defined to follow a “semi-
quantitative” approach; this provides an intermediary level between a qualitative evaluation
and the numerical calculation, by evaluating risk/likelihood/impact with a scale and a score
derived from a threshold choice.

This helps in the evaluation of the scale level to be selected using numerical threshold.
This approach offers:

e a simpler approach than a quantitative method that could be seen as too complex and
time consuming for some of the smaller gas operators and that requires the availability of
data and data collecting/quality processes;

e a more consistent and rigorous approach for assessing and comparing risks and risk
management strategies than does qualitative risk assessment, avoiding some of the
related greater ambiguities that a qualitative risk assessment may produce.

A semi-quantitative risk assessment approach is most useful in providing a simple but
structured way to rank risks according to their probability and impact and for ranking risk
reduction actions for their effectiveness.

This is achieved through a predefined scoring system that allows to map a perceived risk into a
category, where there is a logical and explicit hierarchy between categories.

Furthermore, this approach offers the advantage of being able to evaluate a larger number of
risk issues than quantitative risk assessment because a full mathematical model, for every risk
scenario to be considered, is not necessary.
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Risk Management Process

Risk management framework

The methodology introduced in the present document needs that a security risk assessment
process is performed within Organization ’s risk management framework/processes defined in
the ISO 31000 Risk management — Principles and guidelines.

This methodology represents a tool for the risk management framework and its success
depends on the effectiveness of the Organization’s security risk assessment management
framework and how it is embedded in the overall risk management process.

This means that each Organization should have accurate policies and a strategies for deciding
when and how risks should be assessed, or rather have defined its own risk appetite and
acceptable risk threshold.

This methodology considers the heterogeneity of the European Gas Companies (in terms of
size, distribution on the network, etc.), the common objectives in complying the EC directives
and the protection requirements of the gas Infrastructure asset.

This methodology does not fix the extent and type of risks that are tolerable, and how
unacceptable risks have to be treated, but addresses:

e methods and techniques to be used for risk assessment;
e their contribution to the risk management process;

e the steps that an Organization has to follow in order to define its risk criteria to be
comparable within the GIE members.

Risk assessment and the risk management process

As reported in the /ISO 31010 Risk management — Risk assessment techniques, risk assessment
comprises the core elements of the risk management process as defined in 1ISO 31000 and
contain the following elements:

e communication and consultation;

e establishing the context;

e risk assessment (comprising risk identification, risk analysis and risk evaluation);
e risk treatment;

e monitoring and review.
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Picture 1 - Risk management framework

Communication and consultation

Organizations have to establish effective communication/consultation processes that involve
all the significant stakeholders. This process will support the risk management in order to:

e establish the risk context appropriately, considering the compliance with EC directive and
the specific national regulatory;

e ensure that the interests of stakeholders are understood and considered;
e identify all the relevant risk sources;
e bring different areas of expertise together for analysing risks;

e ensure that different views are appropriately considered when defining risk criteria and in
evaluating risks;

e have to appropriate commitment and resources availability for a treatment plan;
e enhance appropriate change management during the risk management process; and
e plan appropriate external and internal communication and consultation activities.

All the internal and external stakeholders have to be involved to interface with other
management disciplines, including change management, project and programme
management, and also financial management.

Establishing the context

Establishing the context the Organization defines the basic parameters for managing risk, it
sets the scope, the perimeter, the criteria for the application of the risk assessment
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methodology and the risk assessment objectives.

While this document addresses some topics that can be considered shared by all the GIE
member (e.g. a common vocabulary, the applicability of this methodology to different types of
assets, the risk assessment tools, ...), the establishing of the context have to be implemented
by every Organization in order to, for example:

e get familiar and analyse the external environment in which the Organization operates (e.g.
cultural, political, legal, regulatory, financial, economic and competitive environment
significant factors, whether international, national, regional or local that can have impact
on the Organization objectives);

e consider the internal Organization ’s environment (e.g. capabilities of the Organization in
terms of resources and knowledge, information flows and decision-making processes,
internal stakeholders, objectives and the strategies, values and culture, policies and
processes, standards and reference models adopted);

e fix the extent of the risk management activities to be carried out, including specific
inclusions and exclusions;

e define its own risk criteria.

Risk assessment

As shown in the following picture, risk assessment is the overall process of risk identification,
risk analysis and risk evaluation.

Risk Identification

Asset Classification Threat Analysis

= Asset Type = Asset Crticality = Potential threat sources

- Asset environment to drive threat * Threat Catalogue * Threat Profile
applicability + Asset vs Threat matrix map

S 4 S

Risk Analysis

= Evaluation of the likelihood of risk = Evaluation of the Impact & consequences of
sCenano risk scenano

= Definition of the risk matrix = Object Classification

Risk Evaluation

* Comparing the risk findings with risk criteria * Preliminary Analysis

Picture 2 - Risk assessment process
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Following the 1SO 31010, risk assessment process provides an understanding of risks, their
causes, consequences and their probabilities. This provides input to Organization’s decisions
about:

whether an activity should be undertaken;

e how to maximize opportunities;

e whether risks need to be treated;

e choosing between options with different risks;
e prioritizing risk treatment options;

e the most appropriate selection of risk treatment strategies that will bring adverse risks to a
tolerable level.

Risk treatment

Risk treatment is a risk modification process and it involves selecting and implementing one or
more treatment options.

Risk treatment options (see the following bullets) are not necessarily mutually exclusive or
appropriate in all circumstances. Risk can be avoided or reduced by removing the source of the
risk, by modifying the consequences, by changing the probabilities, shared with others, or
Organization s can simply decide to retain the risk, or even increase the risk in order to pursue
an opportunity.

e Retain/accept the risk - if the risk (or the remaining risk after controls are put in place) is
deemed acceptable to the Organization, the risk can be retained. However, plans should be
put in place to manage the consequences of the risk should it occur.

e Reduce the likelihood of the risk occurring - by preventative actions (e.g. technical, controls,
physical protection measures, Organizational security measures, training and awareness);

e Reduce the consequences of the risk occurring - through contingency planning, contract
conditions, disaster recovery & business continuity plans, off-site back-up, public relations,
emergency procedures and staff training etc;

e Transfer the risk - this involves another party bearing or sharing some part of the risk by
the use of contracts, insurance, joint ventures or partnerships etc.

e Avoid the risk - decide not to proceed with the activity likely to generate the risk, where
this is practicable.

While the risk treatment strategy is defined by the Organization, this methodology is focused
on reducing the risk by introducing the concept of “security measures” (permanent and
minimal security measures®) which can be used for assuring minimal protection for the gas
infrastructure assets.

The approach used in this methodology is based on the evaluation of the potential risk of
assets that drives the implementation of security measures. This is followed by a cyclical

* Council Directive 2008/114/EC (8 December 2008 )
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process of reassessing the new level of risk, with a view to determining its tolerability against
the criteria previously set, in order to decide whether further treatment is required.

In order to emphasise the critical infrastructure context of the gas infrastructure assets, the
methodology underlines that very critical assets (e.g. plant/location) cannot be protected
only by a set of minimal security measures: for these very critical asset the methodology
requires a deeper level of analysis (the vulnerability analysis) in order to define and
implement supplementary measures (graduated security measures?).

3.25 Monitoring and review

Organizations have to monitor and review security risks and controls on a regular basis as a
part of the security risk management process in order to verify that:

e the context (internal and external), the risks assumptions and criteria are still valid and
updated;

e the expected results are being achieved and the outcomes of risk assessment are in line
with actual experience;

e risk assessment techniques are being properly applied and risk treatments are effective;

e the security risk assessment tools (e.g. threats catalogue, security guidelines, ... ) are
updated and expanded, if needed, with new relevant risk sources and security guidelines.
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Establishing the context

While this methodology defines some topics, identified in the following section of this chapter,
that can be considered shared by all the GIE member, the establishing of the context have to
be implemented by every Organization in order to tailor the use of this methodology or its
own context.

In this phase, the objectives, the accountabilities and the responsibilities of the security risk
assessment have to be formally defined within the Organization to define the basic
parameters for managing risk and set the scope, the perimeter and the criteria for the rest of
the process.

Scope

The scope definition of the security risk assessment can be driven by the definition of “Risk”,
“Security” and the identification of the assets to be protected.

Considering that a security risk is a effect (whether positive or negative) of uncertainty on
security objectives, the following definition of “Security” is used in this methodology to restrict
the scope of this document: “all measures taken to protect an Organization 's business
processes and targets against threats (natural, intentional, indirect) in order to avoid damage
completely or at least minimize business disruption”.

Security objectives should be defined by the Organization to address the security risk
assessment process and achieve business and security objectives.

As sated before, an “all hazards approach” is adopted to best comply with the requirements of
the European Programme for Critical Infrastructure Protection (EPCIP) and the EU Directives.

This approach identifies a very wide threats catalogue (e.g. also natural threat are considered
in the risk scenarios) but every Organization could decide to have a narrow or a wide threat
catalogue, including or not natural threats, and the methodology works the same
independently from this threats perimeter definition.
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Asset Perimeter

To address the application of the methodology this document identifies the perimeter gas
infrastructure assets.

1. production 2.transmission /

Mk:T!!E ﬁ\\
w I

5.LNG

% P — —l—® =gb=r

4, distribution

C

dispatching _®

3. storage

Picture 3 - Gas infrastructure domain

The gas network can be divided in the following domains:

1.

Gas production: gas can be produced by land and off-shore wells. Usually production
networks are needed to collect gas from wells and transport it to the entry points of the
transmission network.

Gas transmission: to enter the transmission grid, gas needs pressurizing (10-80 bar). The
gas is transmitted under pressure in gas pipelines and compressed every 100- 400 Km.
Pipeline diameters vary between 100 and 1,400 mm. gas transmission pipelines can be
operated at pressures higher than 80 bar, whereas gas distribution is typically below 16
bar (EN1594).

Gas storage: gas storage is the primary measure to meet fluctuations in gas demand. There
are 4 types of gas storages used in Europe: 3 underground types - salt cavities, aquifers,
and empty gas reservoirs, and 1 type on surface - LNG storage type, usually used for "Peak
shaving". LNG storage (-162 degrees, 600 times less volume) does not require any specific

geology.

Gas distribution: to distribute gas towards the consumer/customer. Typical gas distribution
pressures are 8, 4 bar and 100, 30 mbar.

LNG Terminal installations: is process to convert natural gas to liquid form for ease of
storage or transport.

Each Organization should clearly define which are the assets (and at which level of detail) that
should be included in the security risk assessment, considering that this methodology can be
applied also on a “component level”, where the component is a part of an asset.

For example, if an Organization identifies a “gas flow control centre” as an asset ant this
location has a Data Center (DC) in its premises, it could be significant to specify the security
risk assessment for this component (the DC) in order to detail specific risks and security
measures to protect the ICT systems that characterized the asset.
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The methodology can be applied to the following assets (please note that “Gas Production
Facilities” and “Gas Pipelines” are out of scope).

Process Control System ] /g Out of scope ™

Data Communication System ]

(" Out of scope | Maan

i /o\\ i Gas flow control center Energency [Call Conter ]
1 \-/ 'I :
1 )/ :
i ,=

Production

Underground storage
| Peak Sheavers Export station Blending station

Picture 4 - Gas infrastructure synthesis scheme

4.2.1 Gas Transmission

Valve stations: a modulating valve that controls either the flow rate or pressure through the
pipeline (regulator station). High-pressure gas from the pipeline is usually used as the supply
medium needed to energize the valve actuator.

Pressure and metering station: natural gas is usually highly pressurized as it travels through
transport pipelines, but once it reaches the consumers, it needs to be brought up to the
contractual specifications for delivery. This facility allows pressure to be reduced, and gas to be
preheated to counteract the cooling effect of the pressure reduction.

Compressor station: a facility where natural gas pressure is increased to allow the gas to enter
into a higher pressure pipeline system. Reciprocating compressor (but also centrifugal) units
may be used in these applications. A station typically comprises several units in series or
parallel, as well as the necessary suction and discharge piping. Compressor station equipment
can include discharge coolers, separators, dehydrators, pig launchers/receivers, electricity
generators, and control equipment.

Data communication systems: a communication system, composed of five components
(message, sender, receiver, medium and the protocol), for the transmission of electronic data.
It allows senders and receivers (data devices) to communicate with each other by means of a
transmission medium (cables, radio waves, etc.) using agreed data communication rules.

Gas flow control centre: the gas flow control center continuously monitors flow rates and
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pressures at various points in its system. The operators must ensure that the gas reaches each
customer with sufficient flow rate and pressure to fuel equipment and appliances. They also
ensure that the pressures stay below the maximum pressure for each segment of the system.

Process control systems: a process control system is used to automatically control gas control
systems process. The process control system interconnects sensors, controllers, operator
terminals and actuators both logically by means of software and physically through networks
or signal wires. The process control system involves using computer technology and software
engineering to help operate more efficiently and safely.

Blending stations: because the natural gas can come from different sources and the
composition of each source varies, the quality of the gas is closely monitored. And, where
necessary, the different sources are blended, so that the gas is suitable for domestic use. The
blending stations ensure that the gas is of the desired quality for consumers. The gas quality is
determined by the Wobbe index, calorific value and density of the gas.

Import/Export station: import/export stations are the end points of the gas transport system at
the borders. The function of an import/export station is to measure the volume of natural gas
supplied to customers in other countries (export) or by suppliers (import).

Emergency Call Center: it's an organizative and technological system which ensures public
safety and health by addressing different emergencies regarding gas infrastructure. In
particular it leads to: Management reporting of faults and disturbances on the grid
(supervision center); Anomaly management control systems in the area; Activation
Intervention Teams; Carrying out emergency intervention; Management reporting for the
closure.

Gas Storage

Underground storage installations: subsurface storage (including depleted gas or oil reservoirs
and salt dome caverns) that store natural gas that has been transferred from its original
location for the primary purpose of load balancing (the process of equalizing the receipt and
delivery of gas); natural gas underground storage processes and operations (including
compression, dehydration and flow measurement, and excluding transmission pipelines); all
the wellheads connected to the compression units located at the facility that inject and
recover natural gas into and from the underground reservoirs.

Peak shavers: LNG peak-shaving facilities are used for storing surplus natural gas that is to be
used to meet the requirements of peak consumption later during winter or summer. Each
peak-shaving facility has a regasification unit attached but may or may not have a liquefaction
unit. These facilities without a liquefaction unit depend upon tank trucks to bring LNG from
other nearby sources to them.

Gas Distribution

Emergency /Call Center: the characteristics of the specific asset are already described in the
4.2.1 paragraph “Gas Transmission”.

Blending stations: the characteristics of the specific asset are already described in the 4.2.1
paragraph “Gas Transmission”.
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Liquefied Natural Gas

LNG Terminal installations: The process of Liquefaction is carried out in a liquefaction plant.
Mostly these are very large scale plants but in many countries small LNG plants have been built
to liquefy gas during the seasons of low demand to provide “peak shaving” when required. An
LNG Terminal is a facility at which liquefied natural gas is “regasified” (turned back into a
gaseous state) after shipment by sea from the area of production.

Risk Criteria

Risk criteria are the terms of reference used to evaluate the significance or importance of
Organization’s risks. They are used to determine whether a specified level of risk is acceptable
or tolerable. Risk criteria should reflect Organization’s values, policies and objectives, should
be based on its external and internal context, should consider the views of stakeholders and
should be derived from standards, laws, policies, and other requirements.

Thus, in this phase, every Organization should decide:

e the criteria by which it will be decided when a potential risk needs or does not need
treatment;

e the criteria for deciding when a residual risk is acceptable and/or tolerable.
According to the present methodology these are the main criteria to define:

e how to classify assets (asset classification phase) based on the average risk scenario score
(risk scenario score phase), that is, how to define when an asset is to be considered a low,
medium or high risk asset;

e what is the level of risk scenario score under which treatment is not deemed to be
justifiable (preliminary analysis phase);

e what is the level of potential risk scenario score above which the risk is not deemed to be
acceptable (selection of the strategy for managing risk phase);

e what is the level of residual risk scenario for every asset class above which the risk is not
deemed to be acceptable without further vulnerability analysis (evaluation of the residual
risk phase).

As stated before, each Organization has to detail its own risk criteria depending on:
e agreed process objectives and adopted specifications;

e generally accepted industry criteria;

e general data sources;

e Organization’s risk appetite;

e legal and other requirements for specific country.
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Risk identification

Risk identification is the process that involves finding, recognizing and describing the risks that
could affect the achievement of Organization’s security objectives. It is used to identify
possible sources of risk (risk sources) in addition to the events and circumstances that could
affect the achievement of security objectives. It can also include the identification of possible
causes and potential consequences.

The approach used for the risk identification phase is based on the definition of security risk
scenarios by means of which the Organization tries to identify all the possible security risks
that affect the assets in the perimeter.

The steps for this “risk-scenario-based-approach” are:

e definition of the assets and their characterisation to evaluate what kind of risks could
affect the asset (asset classification);

e identification of the risks sources, on which assets they can have effect, what kind of effect
(threat analysis);

e definition of the risk scenarios (security risk scenarios).

The first task, to design an adequate set of security risk scenarios, is the identification of all
possible sources of risk. Missing some relevant source of risk may produce a lack of
exhaustiveness in the set of scenarios and therefore may lead to risk underestimation.

This methodology proposes a threat catalogue of threat sources (ANNEX C: Risk Assessment
Tool) that are typically applied to assets/components in the perimeter defining a set of security
risk scenarios.

Each security risk scenario is representative of a set of scenarios that produce similar
consequences. The probability of each selected scenario must account for all the non-
addressed scenarios that it represents.

The threat catalogue can be tailored by each Organization, but this methodology defines a
minimal set of risk/threat sources in order to make the risk analysis outcomes comparable.

Asset Classification

The objective of this phase is to identify a common approach to characterize the assets/
components that will define the perimeter of the security risk assessment process.

The asset classification approach is composed by three different sections:

e Asset Type - this section is used to understand the role and the function of the asset, to
assign a unique asset ID that identifies the granularity of the asset definition (asset /
component) and link the components to the related asset.

e Asset Criticality - this section is used to understand the criticality and the attractiveness of
the asset/ component considered and to drive the evaluation of the potential impact in
case of loss event. This valorisation is made by the definition of:

o Internal and external dependencies, in order to map the 1I/O relationships and
dependencies of assets/components;
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o Financial impact, addressing the evaluation of the direct (e.g. replacement/repair) and
indirect costs in case of asset loss;

o Gas Supply Impact, addressing the evaluation of how many people would be indirectly
(because of no supply of gas) impacted;

o House/Facility, addressing the evaluation of how many people live, work, transit
(outside the location) within the "limit distance”;

o Workforce, specifying the number and type of workforce located onsite;

o Service Deliver, in order to understand the percentage of overall service delivery that
the asset is responsible for.

e Asset Environment - this section is used to support the analysis of the applicability of a
threat on the asset and considers the following characteristics:

o surrounding environment;

o geographical characteristics.

Threat Analysis

In order to identify the possible loss events that can have a negative impact on the assets
included in the scope of analysis, a threat analysis model is proposed.

This model has been developed, starting from the threat catalogue, to support the
identification of focused and cost-effective security measures.

In particular, the threat catalogue defines:

e the threat source classification and definition;
e the threat effect;

e the type of asset that can be impacted;

e the general threat impact.

This model will be useful to address the identification of the specific security measures:

security measures that prevent the source applicability;

security measures that contrast the effect of a threat;

security measures that limit the impact of a threat;

The asset environment characteristics permit to exclude the applicability of some threats
(ANNEX C: Risk Assessment Tool — “Threat vs Asset” Worksheet).

The presence or the absence of specific asset environment characteristics implicitly supports
the evaluation of the presence (1) or the absence (0) of a threat source.

Excluding the threat source permits to exclude the related threat class (set of threats having
the same threat source).

The ”Asset vs. Threat” applicability matrix enables the exclusion of the inapplicable threats to
the next stage of the risk scenario evaluation.
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Security Risk Scenarios

Starting from the definition of security risk (“Effect, whether positive or negative, of
uncertainty on security objectives”) it is possible to express security risk as:

{Asset perimeter = {< Asset/Component; >}j=1,2,...M
Threat Catalogue = {< threat event;, >}k =1,2,...,L

)\ 4

Security Risk = {< s;,j;, yi>} i=12,..., N

Where:
e s;represents scenario i in the set of N scenarios considered.
e jiis the probability of scenario i.

e y;is the potential consequence under the conditions of scenario i.

A “security risk scenario” is the particular risk event identified by a specific threat applied on a
specific asset, where each risk scenario is characterized by its likelihood and its impact.

The set of security risk scenarios should consider all possible security risk events, more other it
should be exhaustive and mutually exclusive. The scenarios considered may span a wide range
of different circumstances, from floods that impact a compressor station to explosive device
terrorist attack to a gas flow control centre.
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Risk Analysis

Risk analysis is the process used to understand the nature, sources, and causes of the risks that
Organizations have identified and to estimate the level of those risks. The aim of the risk
analysis phase is to obtain an understanding of the potential risks affecting each asset in order
to be able to determine the impact and the likelihood for each risk scenario.

The likelihood and impact of every threat source has to be considered for every asset included
in the perimeter so that a score can be determined for each risk scenario.

The final step of the risk analysis phase consists in assigning a risk class to each asset based on
the risk scenario’s scores defined for each asset.

Potential Risk vs. Residual Risk

The proposed methodology is designed to first evaluate the potential risks of the assets in
scope in order to estimate their risk level without considering the existing security measures
and then to evaluate, in a later stage, the residual risk to have a better understanding of the
actual security level of the assets.

While potential risk is evaluated without assessing the existing security measures, the residual
risk is evaluated considering the security measures that are in place and that can influence the
likelihood and/or the impact of the risk event.

The proposed methodology considers the potential risk in the risk analysis phase while the
evaluation of the existing security measures will be managed during the risk treatment phase
in the “Evaluation of the effectiveness of the AS-IS measures & GAP analysis” activity.

Security Risk Assessment tool

In order to support the application of the proposed methodology a “Security Risk Assessment
Tool (SRA Tool)” has been developed to properly collect and analyse information and data in
order to define the security global risk level for each asset in scope.

The SRA Tool sources (ANNEX C: Risk Assessment Tool) covers the specific assessment phases
described in the methodology proposed:

e asset classification;
e threat analysis;
e evaluation of likelihood and impact;

e object classification.

Asset classification

The objective in this stage is to characterize the assets and/or the components that will define
the perimeter of the security risk assessment process.

e Asset Type: used to understand the role and the function of the asset.

e Asset Criticality: used to understand the criticality and the attractiveness of the asset (or
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component) considered.

e Asset Environment: used to support the analysis of the applicability of a threat on the
asset.

Likelihood Estimation

The objective in this stage is to address the threat scenario applicability and to evaluate the
likelihood of the specific security risk scenario.

Asset vs. Threat applicability matrix

Surroundin Geographical
- o
8 = 9 | > £
= = @ ©
:E |3 RN ElE B
T, E| 8 |E 2 5 B3 <
£8 2|9 ESEEN 2 (58 o
= = | S |5 S @ = -8 =]
[T = |6 @ © <
g 25 RN L (g 2
® 7] < |E
3 <] < | - o o
<] 2|8 [T > |e (]
T = |9
Asset/Comp XXX Ch istics 1 0 o 0 0 [4] Risk scenarios likelihood
Threat T Considering the Asset/Component If the Treat Class is applicable, evaluate the
U — Threat class: Characteristics, is the threat class applcable to | specific security risk scenarios likelihood
yp the specific Asset/Component? (YES /NO) (L)

Natural Earth Threats related to Earthquake (shock Cheose from the Likelihood Estimation Scale
threat waves, earth cracks, etc.)

Natural Earth Threat§ related t? Land slide Choose from the Likelihood Estimation Scale
threat (landslide, mudslide, etc.)

:.il;rtal Earth Voleanic eruption threats Choose from the Likelihood Estimation Scale
Natural Air Wind Strength related threats

threat

(tornado, wind storm, etc.), including
Material Movement (dust / sand
storm, etc.)

Choose from the Likelihood Estimation Scale

Picture 5 - Likelihood Estimation Tool

Likelihood estimation may be either quantitative or qualitative: as stated before, the choice of
one or other approach depends on the availability of data, their quantity and quality. This
methodology proposes a semi-quantitative approach and, in order to guarantee a standard
comparable risk matrix, a five-class scale®:

1.

5.

Very low probability: It is extremely unlikely that the incident will occur — no
experience in the gas sector;

Low probability: 1t is unlikely to occur — very limited experience in the gas sector:
occurs approximately once over 10 year;

Medium probability: 1t is a likely event — similar accidents have been reported in the
gas sector: occurs approximately once every 5 years;

High probability: It is very likely to occur — it has been experienced in most systems in
the gas sector: occurs once per year;

Very high probability: 1t will happen in the close future: occurs twice per year or more.

The applicability of a threat class to the specific asset is evaluated (ANNEX C: Risk Assessment
Tool — “Threat vs Asset” applicability matrix) by considering each characteristic of the asset
environment. This approach is used to filter the universe of possible risk scenarios and
obtaining a set of applicable risk scenarios.

> in the EURACOM project a five-class scale is suggested and IEC/ISO 31010 quotes an application where also five
classes are considered (likely, possible, unlikely, rare, remote).
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For every applicable risk scenario, the risk scenarios likelihood is evaluated using the semi-
quantitative approach defined by the Likelihood Estimation Scale.

Impact Estimation

The objective in this third stage is to evaluate, based on the asset criticality, the seriousness
and impact of each threat class scenario in scope.

Asset Criticality
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Considering the Asset/Component Criticality, specify the impact
(seriousness) of the threat class to the specific Asset/Component ?
Threat Threat (This will influence the final value of the implact considered) Weighted
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Natural Earth Threats related to Earthquake (shock
threat waves, earth cracks, etc.)
Natural Earth Threats related to Land slide
threat (landslide, mudslide, etc.)
Natural Earth Volcanic eruption threats

threat

Picture 6 - Impact Estimation Tool

The impact estimation is a qualitative process that has to be made by a person who has a
adequate knowledge of the asset (Asset expert) and follows a three value qualitative scale
(High, Moderate, and Low).

Each Organization has to identify a qualitative estimation of the impact for every threat class

related to a specific asset. In particular, the Organization should determine the impact that
each threat class can have on:

¢ Internal dependencies;
e External dependencies;
e Financial impact;

e Gas Supply Impact;

e House/Facility;

e Workforce;

e Service Deliver.

The impact estimation has to consider the intrinsic characteristics of the asset such as the
resistance of the building to different type of shock events (e.g. earthquake, lava or bomb
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resistant building), the nature and quantity of the explosive material stored within the
premises (e.g. gas storage installation), the known weaknesses in a component (e.g. insecure
flare system or diesel/propane storage in a compression station) of the asset, etc.

For this reason similar assets (e.g. two different underground gas storage installations) can
have similar impacts on surrounding houses and facilities because of the quantity of explosive
gas stored but can also have different impacts considering the different conditions that limit
the effect of a potential explosion (e.g. different materials of the tanks, underground vs.
aboveground storage, different quantity of gas stored, etc.).

These impacts are then weighted with the values determined during the Asset Classification
phase for each Asset Criticality to produce a weighted impact value for each criticality aspect.

The average of all the weighted impact values is calculated to determine a single impact value
for the risk scenario considered (Risk Scenario Impact).

The “Risk Scenario Impact” is evaluated for every applicable risk scenario affecting each asset.

Risk Scenario Score

The objective in the fourth stage is to calculate the overall risk value for each threat class
scenario (that will address the identification of the “object classification”).

Asset/Component XXX Characteristics
(from Asset Classification)

. Asset Risk (Ar) value /
Weighted
Threat Threat threat class
Threat class: Impact (Ws)
source type| source Average -
o Ar=f(Ws; L)

Natural Earth Threats related to Earthquake (shock |
threat waves, earth cracks, etc.) #REF!
Natural Earth Threats related to Land slide
threat (landslide, mudslide, etc.) #REF!
Natural Earth Volcanic eruption threats :
threat #REF!

Picture 7 - Risk Scenario Score

The risk scenario score is calculated as a combination of the risk scenario likelihood and the
risk scenario impact values. The risk scenario score (the numeric value can vary between 1 and
25) is related to the specific risk levels derived by the proposed Risk Matrix:

e Very Low Risk Scenario (VL)

e Low Risk Scenario (L)
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e Maedium Risk Scenario (M)

e High Risk Scenario (H)
e Very high Risk Scenario (VH)

Risk scenarios likelihood
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Object Classification

2 3 4
H H
[J]
[-T]
©
g 2
g < M H
g':;
s 2
5 O M M H
c o
g E
5
=
Q
g £ M M
i)
Q
2
L L

Picture 8 - Risk Matrix

The aim of the Object Classification phase is to associate an overall risk class to each object. At
this stage it is available, for each object, a risk matrix (see Picture 8 — Risk Matrix) reporting all
risk scenario scores for each applicable threat. This is a 5x5 (row x column) matrix because of

the 5 value scale it has been adopted in the evaluation of impact and likelihood.

This information must be translated in a new classification scheme /scale, in order to define an
object classification criteria. The following scale is proposed by this methodology to classify

assets:

e High Risk Object: Object whose unavailability may cause very significant business

consequences.

e Medium Risk Object:
consequences.

Object whose unavailability may cause serious

business

e [ow Risk Object: Object whose unavailability may cause limited and defined business

consequences.

The average value of all risk scenario scores identified in the previous stage is used to

determine the Object Classification.
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Picture 9 - Risk Matrix to Object classification

The average value can be a number between 1 and 25. Depending on the risk criteria set by
the Organization in the Establishing the context phase, each average value will correspond to a
specific Object Risk Class.

The following is an example of a possible subdivision (this can depend on the specific
Organization’s risk criteria defined) of the average values in asset classes:

Asset Classification Average Risk Scenario Score
1-39

4-9,9
10- 25

Picture 10 — Average Risk Scenario Score subdivision
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Risk Evaluation

Risk evaluation is a process that is used to compare risk analysis results with risk criteria in
order to determine whether or not a specified level of risk is acceptable or tolerable, it involves
comparing the estimated levels of risk (outcomes of risk analysis) with the risk criteria defined
by the specific Organization, in order to determine the significance of the level and type of risk.

Risk evaluation uses the understanding of risk obtained during Risk Analysis to make decisions
about future actions. Decisions may include:

e whether arisk needs treatment;
e priorities for treatment;
e whether an activity should be undertaken.

The nature of the decisions that need to be made and the criteria which will be used to make
those decisions were addressed when establishing the context, but they need to be revisited in
more detail at this stage now that more is known about the particular risks identified.

The proposed methodology adopts a framework for defining risk criteria that divides risks that
need treatment from those which do not.

The decision about whether and how to treat the risk could depend on the costs and benefits
of taking the risk and the costs and benefits of implementing improved controls: it depend on
Organization defined specific risk criteria.

This methodology uses a common approach to divide risks (from Object Classification) into
three bands:

e an upper band (High Risk Object) - Object whose unavailability may cause very significant
business consequences;

e a middle band (Medium Risk Object) - Object whose unavailability may cause serious
business consequences;

e a lower band (Low Risk Object) — Object whose unavailability may cause limited and
defined business consequences.

Comparing risk findings with risk criteria

The comparison between the asset classification results and the risk criteria is used to verify
how each asset is positioned in comparison with the risk criteria set by the Organization during
the context establishment phase.

Preliminary Analysis

The aim of the preliminary analysis is to make a first screening in order to exclude less
significant or minor risks scenarios for an asset from further analysis. The purpose is to ensure
that resources will be focussed on the most important asset risks scenarios.

The following is an example of a preliminary analysis in which risks of an asset which would not
justify treatment are excluded from further analysis.
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Asset/Component XXX Characteristics
(from Asset Classification)

Risk scenario score

Threat source type

Threat source

Threat class:

Asset Risk (Ar) value / threat class

Ar=f(Ws; L)

of malware, intrusion, etc.)

Intentional Criminal Eﬁgssiigzll it:trreuastiz;rvoerpct-l;ird personsto objects (sabotage, 1

memoral o | e "™
enional  [on-rmina | e o s Lol conunty ©emonstators
Intentional IcT ICT attacks threats from third parties (hacking, introduction 05

Picture 11 - Preliminary analysis sample
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Risk Treatment Strategy

Risk treatment is a risk modification process; it involves selecting a strategy for modifying risks
related to an asset, and implementing this strategy. Typical strategies include the following:

e avoiding the risk by deciding not to start or continue with the activity that gives rise to the
risk;

e taking orincreasing the risk in order to pursue an opportunity;

e removing the risk source;

e risk mitigation (reducing the likelihood and/or the impact);

e sharing the risk with another party or parties (including contracts and risk financing); and
e retaining the risk by informed decision.

Thus, when it has been decided to treat the risks related to an asset, a strategy has to be
defined to manage the risk. The proposed methodology provides tools for mitigating the
likelihood and the impact of threats to assets:

e security guidelines (ANNEX C: Risk Assessment Tool);

e vulnerability analysis and supplementary measures.

Security guidelines

In order to define the minimum requirements for protecting the different classified assets a set
of security guidelines should be defined by each Organization, considering different aspects
like national mandatory regulations and specific environmental aspects.

Whereas it is not possible to identify a predefined fixed set of security measures that can be
applied on every asset, this methodology is proposed to support the Organization s in
identifying its own security guidelines (“distinctive security measures sets”) that can be
adopted for all the assets belonging to a specific type and/or risk level.

The first step is to map (ANNEX C: Risk Assessment Tool - Dashboard Worksheet) all the
outcome information from the application of the risk analysis methodology, in order to have
an overall overview of the risk values of the assets for each threat/risk scenario considered.
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type |Threat source  (Threat class: Assetl Asset 2 Asset 3 Asset 4 AsSEL . Assetn
Riskvalue | Riskvalue | Riskvalue | Riskvalue | Riskvalue | Riskvalue
ral threat Earth Threats related ta Earthquake [shock waves, earth cracks, etc.) O O O o

Matural threat Earth Threats related to Land slide (landslide, mudslide, etc.) O . . . . O

Matural threat Earth Veleanic eruption threats o O O O O

Matural threat Air Wind Strength related threats (tormado, wind storm, ete.], . . . .
including Material Movement [dust [ sand storm, etc.)

Matural threat Water Snow related threats (from sky, from mountains, etc.) . ‘ O

Natural threat Water Threats related to Hail (grandine) O O . .

Matural threat Watar 'Watar [dynamic] ralated threats - Tidal Wave / Tsunami o . . .

MNatural threat Water ‘Water [dynamic] related threats - Flood o O O

Natural threat Water Water [dynamic] related threats - Water Spout (tromba marina O O O O O
o tromba d'acgqua)

Picture 12 - Risk value mapping sample

With this approach each Organization can easily analyze the common risk scenario and identify
the distinctive security measures to be adopted to mitigate cross threats.

Repeating this first treatment for all the risk scenarios, each Organization can put together its
own security guidelines that identify the distinctive security measure for each “cluster” of
assets and threats.

Note that, in order to support the Organization s to define specific cross requirements for
protecting the different classified objects (Asset/Locations), this methodology propose (ANNEX
C: Risk Assessment Tool - Guidelines Worksheet) a set of Control Areas that represent a
starting point for Organization s by which they can build their own guidelines.

Security guidelines should be built with an “incremental approach” so all measures identified in
the guidelines for higher risk assets include all the security measures defined in the guidelines
for assets with a lower risk level.

|lmm Threat class: et 1 Pset 2 Asset 3 Pazerd st ... Assetn
Folitical Folitical threass (civil disceder, Figts, STaTe of war, ¢1c) . . . O
Crimina Prysical threats from third persons to employee (Kidnapping. O O
extonion, acts of viclence against employees, etc)
Criming Friysical theeats from third persons to objects [sabotage, . . .
ohysical intrusion, &t
Crimina Thett [IT property, vehicles, chathing, Site-specific O O
component, information, etc )
Criminal Threats from Vandal [destructicn, ncendiarism, ete] O —n
Arsa of controls Madium riak
erimina Treents trom Employees with Crimanal Intertions (info thefr, foalves and balllsbica |Apmy Fansparam poyssir ant-chalier Bm 1 T2 glass
[protection
| = F -
» LN 5] Fesistan QLass (L2, LETanaid gi3ss) 1 N2w DURGngs of X
L anwrEEnad WINdows:
MEla. s (25 EEN sEcondaTy glanng sk riar glazing
BSTICing SCCE5E FOM e TECADOn are3 M BE resldl he
fpusing, for Instanca by e wsa of full haight 3coass conral bammiars
for doors

Picture 13 - Security Guidelines sample

Adopting this approach will help each Organization to define their own customized guidelines
that are tailored to the considered environment. After having applied this approach to all the
threats considered, the checklist will be characterized for each security measure related to
each risk level (Low, Medium and High). In any case, the application of these guidelines should
depend on the strategy adopted and should mitigate many of the defined risks.

The security guidelines checklist is defined as follow:

e Kind of protection [first column]: this information helps to identify the different kind of
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protection that should be addresses within the definition of the Security Guidelines:

O

External protection: External protection is the first line of defense in providing physical
security for a facility. This can be accomplished by installing fences or other physical
barriers, outside lighting, lockable gates, intrusion detectors, or a guard force.
Perimeter protection also includes walls, lockable doors and windows, bars and grills,
and fire escapes.

Internal protection: After external perimeter controls, the second line of defense is
interior controls. When an intruder is able to penetrate the perimeter controls and the
building exterior, the effectiveness of interior controls is tested. There are few facilities
where every employee has access to every area in the facility. Accordingly, access to
some areas is necessarily controlled. For example, interior controls are necessary to
protect classified information from unauthorized disclosure, to prevent damage to the
area or equipment, to prevent interference with operations, for safety purposes, or for
a combination of these and other reasons.

Overall vulnerability mitigation process: in order to maintain up-to-date and effective
the external and internal protection controls, an overall vulnerability mitigation
process (identification, protection) should be in place

Process control & IT: process control and IT is the third line of defense to ensure the
security of an asset. This deals with the identification of specific controls for managing
information security within the considered asset.

Personnel security: personnel security is a cross checking process control related to the
previous security line of defense, managing the risk of staff or contractors exploiting
their legitimate access to their premises, information and staff for unauthorized
purposes.

Training & awareness: an adequate level of awareness, education, and training in
security procedures and the correct use of information processing facilities should be
provided to all employees, contractors and third party users to minimize possible
security risks.

Organizational security management: the last but not least line of defense of security
management is provided by an Organizational management of security, dealing with
role and responsibilities, authorization processes, coordination and provision of
adequate resources.

e Control Area [second column]: for each kind of protection (internal / external) identified, it
has been defined a list of control area that declines and specifies the most relevant control
(list of control defined by each Organization ) [third column]

O

O

For the “external protection” the “Control Areas” are: HVAC Systems; Chemical,
biological and radiological (CBR); Closed Circuit Television (CCTV); Explosives and
ballistics protection; Hostile Vehicle Mitigation (HVM); Lighting; Perimeters and access
control; Fire Escapes and Building Walls.

For the “Internal protection” the “Control Areas” are: Area Designations; Intrusion
Detection Systems; Lock and keys

For the “Overall vulnerability mitigation process” the “Control Areas” is: Vulnerable
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point Security

o For the “Process control & IT” the “Control Areas” are: Access control; Network
security management; Hardening management; Media handling; Operations
management; Physical security; Logging and monitoring management

o For the “Personnel security” the “Control Areas” is: Personnel security
o For the “Training & awareness” the “Control Areas” is: Training & awareness

o For the “Organizational security management” the “Control Areas” is: Organizational
security management

e Object classification [fourth column]: these fields identify the scope of applicability of the
defined controls for each object level (High, Medium and Low risk)

Object classification
Kind of protection __|Control Area List of controls
External protection  [HVAC Systems Prevent Access to Outdoor Air Intakes:

- Relocate Outdoor Air Intake Vents to a publicly inaccessible location is preferable.
Ideally, the intake should be located on a secure roof or high sidewall.

- Extend Outdoor Air Intakes. If relocation of outdoor air intakes is not feasible,
intake extensions can be constructed without creating adverse effects on HVAC X
performance

- Establish A Security Zone Around Outdoor Air Intakes. Physically inaccessible
outdoor air intakes are the preferred protection strategy

Secure Return Air Grilles (HVAC return-air grilles that are publicly accessible and
not easily observed by security may be vulnerable to targeting for CBR X
contaminant)

Chemical, biological |Improve air filters or upgrade your air-handling systems, as necessary
and radiological (CBR) X

Restrict access to water tanks and other key utilities. X

Consider whether you need to make special arrangements for mail or parcels, e.g.
a separate post room, possibly with dedicated air-handling, or even a specialist off-
site facility - see also our advice on the security of mail and deliveries.

Picture 14 - Object classification

As described before, the application of these security guidelines should depend on the strategy
adopted and should mitigate many of the defined risks. In any case for each asset classified
with a High Risk level the security guidelines must be applied in order to mitigate the asset
criticality.

The following outline can be considered as an example of a strategy:

Asset Classification Security Guidelines Vulnerability Analysis
(SG) to apply

High Risk Asset SG Low = Mandatory Mandatory
SG Med = Mandatory
SG High = Mandatory

Medium Risk Asset SG Low = Mandatory Facultative
SG Med = Mandatory
SG High = Facultative

Low Risk Asset SG Low = Mandatory Facultative
SG Med = Facultative
SG High = Facultative

Picture 15 - Risk treatment strategy example
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Evaluation of the effectiveness of the AS-IS measures & GAP analysis

The security guidelines give an indication of the minimum security measures that should be
applied to a specific asset depending on the results of the asset classification.

Organizations should analyse the security measures already in place for their assets, evaluate
their effectiveness and compare them with the security guidelines associated with the asset.

The security measures in place could be classified as follow:
e not present;

e present but not effective;

e present and effective;

e not present, but there is another security measure in place with an equivalent
effectiveness.

AS-IS security measures

Kind of Equivalent Present but
protection Control Area List of controls effectiveness not effective
External |HVACSystems |Prevent Access to Outdoor Air Intakes:

protection - Relocate Qutdoor Air Intake Vents to a publicly

inaccessible location is preferable. Ideally, the
intake should be located on a secure roof ...

Secure Return Air Grilles (HVAC return-air grilles
that are publicly accessible and not easily
observed by security may be vulnerable to
targeting for CBR contaminant)

Chemical, Improve air filters or upgrade your air-handling
biological and  [systems, as necessary

. X X
radiological

(CBR)

Picture 9 - Evaluation of existing security measures

Risk Treatment Plan

The risk treatment plan is the direct output of the Risk Assessment. It defines how, based on
the criteria established, each risk has to be handled.

Risk Treatment Plans should be designed to implement the missing/ineffective security
measures and to reach a minimum security level for the given classified asset.

GAP identified in the previous steps should be filled to meet the minimum security
requirements.
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Analysis Outcome
Not present The Organization should plan their implementation
Present but not effective The Organization should plan their review and -
improve their implementation Risk treatment plan
Presentand effective The Qrganization should do anything but maintain (security guidelines)
the security measures already in place
Not present but have an The Organization should evaluate to update the
equivalent effectiveness with security guidelines explaining the criteria of the
the security guidelines equivalent effectiveness
measures.

Picture 10 - Risk Treatment Plan

The treatment plan should clearly identify the priority order in which individual risk treatments
should be implemented. Priority definition should consider the results of the risk analysis
where a weighted risk value is given for every risk scenario.

In any case, security measures covering risk scenarios with higher “Risk Scenario Score” should
have higher priorities.

Evaluation of the Residual Risk

Security guidelines measures could be not enough to mitigate all the risks, identified for the
asset during the risk analysis phase, and to bring them to an acceptable level.

An evaluation of the residual risks has to be done: to do this, all the AS-IS security measures
already implemented and the security measures to be implemented (if any), coming from the
first Risk Treatment Plan, have to be mapped against the relevant Risk Scenario (output of the
preliminary analysis) and their coverage has to be evaluated.

Asset/Component XXX Characteristics Risk scenario Res’dual RISk
(from Asset Classification) score
UG Threat Aff:IeL:el}tllilr(e(aAtr) i i
source Threat class: S it Residual Risk
o source class ecurity scenario
yp Ar=f(Ws; L) | Guidelines
Physicalthreats fromthird persons
Intentional | Criminal | to objects (sabotage, physical Ar1 g easures Residual Ar1{1-5]
intrusion, etc.)
Threats from Employeeswith VS +
" - Criminal Intentions (info theft, breach . _
Intentional |Criminal of confickentiality, fraud, sabotage, Ar2 Residual Ar2 {1-5]
etc.) AS-IS
Threats from Activists / Local 8
j . | security
) Non- community (Demonstrations, \ i -
Intentional criminal | Protesting, Campaigning, Blockade, Arx measures Residual Arx [1-5]
ete.)
ICT attacks threats from third parties
Intentional |ICT (hacking, introduction of malware, Arn Residual Arn[1-5]
intrusion, etc.)

Picture 11 - Residual Risk

Depending on the strategy applied and on the risk criteria defined by the Organization, the
residual risk has to be evaluated and consequently a Vulnerability Analysis has to be
performed.

e If the strategy states that the Vulnerability Analysis (VA) is mandatory then further analysis
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has to be performed, this means that the residual risk doesn’t meet the risk criteria defined

by Organization.

e |If the strategy states that the VA is facultative, further analysis has to be conducted to
decide whether or not the vulnerability analysis should be conducted.

e If the strategy states that the VA is not necessary, the residual risk is considered to be

acceptable and the risk treatment process ends.

Following an example schema of the process of deciding whether or not the residual risks of an

asset should be further analysed, deriving from the example strategy.

Asset Classification Security Guidelines Vulnerability
(SG) to apply Analysis

High Risk Asset SGlow = Mandatory Mandatory
(HRA) SGmed = Mandatory

SGhigh = Mandatory
Medium Risk Asset SGlow = Mandatory Facultative
(MRA) SGmed = Mandatory

SGhigh = Facultative
Low Risk Asset SGlow = Mandatory Facultative
(LRA) SGmed = Facultative

SGhigh = Facultative

Depends on
/ the strateqy
Depends on Depends on
the risk criteria LRA HRA MRA the risk criteria
MRA
LRA
?
Any “High/
Any “High HRA Medum
Residualrisk” Residualrisk”
Scenario? Scenario?
Vulnerability Yes
Analysis

Residual risks
>  acceptable. No

N

further analysis.

Picture 12 - Risk treatment strategy
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Vulnerability Analysis
The aim of the Vulnerability Analysis is to identify all the vulnerabilities of an asset, including:
e vulnerabilities that cause the presence of residual risks identified in the previous phase;

e vulnerabilities in implementation of the AS-IS security measures and of the security
guidelines measures;

e other vulnerabilities that expose the asset to other residual risks not yet identified.

Once the vulnerabilities have been identified, then they are prioritized basing on the residual
risk scenario score. In case a new threat, that was not previously considered, is identified in
this step, a security risk assessment process has to be undertaken.

The Vulnerability Analysis is a deep inspection /segmentation of a single risk scenario: the
Organization can use different methods (i.e. Path analysis, expert judgement) but the outcome
of the residual risk related to the risk scenario has to be mapped on the 5 level qualitative
framework of this methodology.

Asset/Component XXX
Characteristics
(from Asset Classification)

Risk scenario
score

Asset Risk (Ar)

Residual Risk

Threat scenario
source Threat Threat class: value /threat class Vulnerability 1:
source - A .
type . Not anti-sismic design for
Ar=f(Ws; L Asset XXX
Natural Earth [Threatsrelated . SSe :
threat to Earthquake Residual Ar1
(shock waves, Ar1 [5- Very high Risk v
earth cracks, Scenario (VH)]
ete.) List of vulnerabilities Residual Risk scenario
Vulnerability 1 Residual Ar1
Vulnerability 2 Residual Ar2
Vulnerability N Residual ArN

Picture 20 - Vulnerability Analysis

Supplementary Measures & Risk Treatment Plan (Security Measures)

Based on the result of the vulnerability analysis, supplementary measures have to be taken to
close the vulnerabilities that are evaluated to be needing treatment.

Different supplementary measures can be undertaken by the Organization to resolve the
vulnerabilities identified. It's up to each Organization to decide which measure is more
appropriate (e.g. cost / benefit analysis), after studying different possible solutions.

Once all supplementary measures to be implemented have been decided, a new risk treatment
plan (Supplementary measures) should be developed that should reflect the priorities coming
from the previous analysis.

For High Risk Objects, Vulnerability Analysis and the Supplementary measures are
mandatory.
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List of vulnerabilities Residual Risk scenario

Vulnerability 1 Residual Ar1
Vulnerability 2 Residual Ar2
Vulnerability N Residual ArN

—

List of vulnerabilities | Possible solutions

Vulnerability 1 Solution 1
Solution 2
Solution N

Vulnerability 2

Vulnerability N

List of Residual Risk Solutionto implement
vulnerabilities scenario

Vulnerability 1 Residual Ar1 Supplementary Measure X
Vulnerability 2 Residual Ar2 Acceptassociatedrisks
Vulnerability N Residual ArN Supplementary Measure Z

—

-

Risk treatment plan
(Supplementary
measures )

Picture 21 - Example of the flow to define the Supplementary Security Measures treatment plan
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ANNEX A - Compliance with ANNEX Il of the Council Directive
2008/114/EC (8 December 2008).

This proposed methodology is compliant with the requirements of the ANNEX Il of the Council

Directive 2008/114/EC (8 December 2008).

The following table maps the requirements
proposed methodology.

with the activities and the outcomes of the

2008/114/EC requirements

Security Risk Assessment Methodology

Identification of important assets

Asset perimeter definition
Asset Classification activities

Conducting a risk analysis based on major
threat scenarios, vulnerability of each asset,
and potential impact

Threat catalogue definition
Risk scenario analysis (likelihood & impact)
Vulnerability analysis

Identification, selection and prioritization of
e permanent security measures

e graduated security measures

Security guidelines
Supplementary measures
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ANNEX B — Threat Catalogue

Threat

Threat Type Threat class
source
Natural Earth Threats related to Earthquake (shock waves, earth cracks, etc.)
threat Earth Threats related to Land slide (landslide, mudslide, etc.)
Earth Volcanic eruption threats
Air Wind Strength related threats (tornado, wind storm, etc.), including
Material Movement (dust / sand storm, etc.)
Water Snow related threats (from sky, from mountains, etc.)
Water Threats related to Hail (grandine)
Water Water (dynamic) related threats - Tidal Wave / Tsunami
Water Water (dynamic) related threats - Flood
Water Water (dynamic) related threats - Water Spout
Fire Threats related to fire (fire storm, wild fire, urban fire, heat, etc.)
Sky Threats from Sky / Space ( Lightning, asteroids, etc.)
Biological Biological threats (plants, fallen trees, etc.)
Biological Pandemic
Intentional Political Political threats (civil disorder, riots, state of war, etc.)
Criminal Physical threats from third persons to employee (kidnapping, extortion,
acts of violence against employees, etc.)
Criminal Physical threats from third persons to objects (sabotage, physical
intrusion, etc.)
Criminal Theft (IT property, vehicles, clothing, site-specific component,
information, etc.)
Criminal Threats from Vandal (destruction, incendiarism, etc.)
Criminal Threats from Employees with Criminal Intentions (info theft, breach of
confidentiality, fraud, sabotage, etc.)
Non- Threats from Activists / Local community (Demonstrations, Protesting,
criminal Campaigning, Blockade, etc.)
ICT ICT attacks threats from third parties (hacking, introduction of malware,
intrusion, etc.)
ICT ICT attacks threats from employees or internal person working in the
Organization (hacking, introduction of malware, intrusion, etc.)
Foreign Threats from Foreign Powers (espionage, info theft, etc.)
Powers
Terrorist Terrorist / Organised Crime (Explosive Device Attack, Small arms attack,
Chemical, Biological, Radiological Attack (CBR))
Indirect Accident Aviation Accidents on air and ground
Threats Accident Maritime Accidents on port, near cost and off the coast
Accident Vehicle Accidents (Car Accident/ Multiple Car Accident/ Bus Accident)
Accident Rail Accidents occurring above or below ground
Accident Threats deriving from neighbouring businesses / houses / sensitive
targets (accidents in neighbouring businesses / houses / sensitive targets
having impact on Assets, etc.)
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APPENDIX C — Risk Assessment Tool

[Hl

Risk Assessment Tool
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APPENDIX D — Other Terms & Definitions

e Access: ability and means to communicate with or otherwise interact with a system in

order to use system resources.

NOTE: Access may involve physical access (authorization to be allowed physically in an area, possession of a
physical key lock, PIN code, or access card or biometric attributes that allow access) or logical access
(authorization to log in to a system and application, through a combination of logical and physical means)

e Access control: selective restriction of access to a place or other resource. The act of
accessing may mean consuming, entering, or using

e Actuator: a pneumatic, hydraulic, or electrically powered device that supplies force and
motion so as to position a valve’s closure member at or between the open or closed
position.

e Alarm: a device or function that signals the existence of an abnormal condition by making
an audible or visible discrete change, or both, so as to attract attention to that condition.

e Alternating current drive: Synonymous with Variable Frequency Drive (VFD).

e Area: subset of a site’s physical, geographic, or logical group of assets.
NOTE: An area may contain manufacturing lines, process cells, and production units. Areas may be connected
to each other by a site local area network and may contain systems related to the operations performed in that
area.

e Assurance: attribute of a system that provides grounds for having confidence that the
system operates such that the system security policy is enforced.

e Authentication: provision of assurance that a claimed characteristic of an entity is correct

e Authenticity: property that an entity is what it claims to be

e Automated vehicle: mobile device that includes a control system allowing it to operate
either autonomously or under remote control.

e Availability: property of being accessible and usable upon demand by an authorized entity

e Border: edge or boundary of a physical or logical security zone.

e Business continuity: activity performed by an Organization to ensure that critical business
functions will be available to customers, suppliers, regulators, and other entities that must
have access to those functions. The foundation of business continuity are the standards,
program development, and supporting policies; guidelines, and procedures needed to
ensure a firm to continue without stoppage, irrespective of the adverse circumstances or
events.

e Confidentiality: the property that information is not made available or disclosed to
unauthorized individuals, entities, or processes.

e Control center: central location used to operate a set of assets.
NOTE 1: Infrastructure industries typically use one or more control centers to supervise or coordinate their
operations. If there are multiple control centers (for example, a backup center at a separate site), they are
typically connected together via a wide area network. The control center contains the SCADA host computers
and associated operator display devices plus ancillary information systems such as a historian.

NOTE 2: In some industries the term “control room” may be more commonly used.

e Control objective: statement describing what is to be achieved as a result of implementing
controls.

e Controlled variable: the variable that the control system attempts to keep at the set point
value. The set point may be constant or variable.

e Corrective action: action to eliminate the cause of a detected nonconformity or other
undesirable situation.
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e Cost benefit analysis: a technique designed to determine the feasibility of a project or plan
by quantifying its costs and benefits (business case).

e Critical points: those parts or areas of a process that would cause maximum disruption to
the process if they were critically damaged or destroyed.

e Data confidentiality: property that information is not made available or disclosed to any
unauthorized system entity, including unauthorized individuals, entities, or processes.

e Data integrity: property that data has not been changed, destroyed, or lost in an

unauthorized or accidental manner.
NOTE: This term deals with constancy of and confidence in data values, not with the information that the
values represent or the trustworthiness of the source of the values.

e Defence in depth: provision of multiple security protections, especially in layers, with the

intent to delay if not prevent an attack.

NOTE: Defense in depth implies layers of security and detection, even on single systems, and provides the
following features:

a. attackers are faced with breaking through or bypassing each layer without being detected
b. a flaw in one layer can be  mitigated by  capabilities in  other layers
c. system security becomes a set of layers within the overall network security.

e Design basis threat: the attributes, characteristics type, composition, and capabilities of
potential threat source/ adversary

e Discrete process: a type of process where a specified quantity of material moves as a unit
(part or group of parts) between work stations and each unit maintains its unique identity.

e Disgruntled employee: An employee who has become discontented and angered with the
actions or perceived actions of an employer and who may be willing to take some action
that will harm that person or their business.

e Distributed control system (DCS): in a control system, refers to control achieved by
intelligence that is distributed about the process to be controlled, rather than by a

centrally located single unit.

NOTE 1: Distributed control systems may have shorter coupling time constants than those typically found in
SCADA systems.

NOTE 2: Distributed control systems are commonly associated with continuous processes such as electric
power generation; oil and gas refining; chemical, pharmaceutical and paper manufacture, as well as discrete
processes such as automobile and other goods manufacture, packaging, and warehousing.

e Enterprise: business entity that produces or transports products or operates and maintains
infrastructure services.

e Equipment under control: equipment, machinery, apparatus or plant used for
manufacturing, process, transportation, medical or other activities.

e Field 1/O network: communications link (wired or wireless) that connects sensors and
actuators to the control equipment.

e Gas Infrastructure Asset: asset (e.g. Valve stations, LNG Terminal installations,
underground storage installations, compressor stations, process control systems, etc.)
composing the gas infrastructure.

e Gas Infrastructure Network: network that connects gas infrastructure assets.

e Geographic site: subset of an enterprise’s physical, geographic, or logical group of assets.
NOTE: A geographic site may contain areas, manufacturing lines, process cells, process units, control centers,
and vehicles and may be connected to other sites by a wide area network.

e Guards: onsite security facility.

e Hoax: a false claim.

e Hvac systems: Heating, Ventilating and Air Conditioning. Computerised control system for
climate control in buildings.
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e Indirect fire: aiming and firing a gun without relying on a direct line of sight between the
gun and its target.

e Industrial control system (ICS): It is a general term that encompasses several types of
control systems used in industrial production, including supervisory control and data
acquisition (SCADA) systems, distributed control systems (DCS), and other smaller control
system configurations such as programmable logic controllers (PLC) often found in the
industrial sectors and critical infrastructures.)

e Infrared: light or energy in that portion of the electromagnetic spectrum having a longer
wavelength than visible light.

e Insider: a person with official duties/employee who has access to confidential information
about an Organization’s activities and would be in a position to use that information to the
detriment of the Organization.

e Integrity: property of protecting the accuracy and completeness of assets

e Intrinsically safe: protection technique for safe operation of electronic equipment

o Key performance indicators: a quantifiable measurement of performance which are used
by Organizations to evaluate progress in achieving their goals and targets.

e Lines, units, cells: lower-level elements that perform manufacturing, field device control,

or vehicle functions.
NOTE: Entities at this level may be connected together by an area control network and may contain
information systems related to the operations performed in that entity.

e Logical impact: the result of a course of action that can be foreseen by using commonly
held principles.

e Management system: framework of policies, procedures, guidelines and associated
resources to achieve the objectives of the Organization

e Manipulated variable: in a process that is intended to regulate some condition, a quantity
or a condition that the control alters to initiate a change in the value of the regulated
condition.

e Manufacturing operations: collection of production, maintenance, and quality assurance

operations and their relationship to other activities of a production facility.
NOTE: Manufacturing operations include:

a. manufacturing or processing facility activities that coordinate the personnel, equipment, and material
involved in the conversion of raw materials or parts into products.
b. functions that may be performed by physical equipment, human effort, and information systems.
¢. managing information about the schedules, use, capability, definition, history, and status of all resources
(personnel, equipment, and material) within the manufacturing facility.

e Non-criminal risk: risk related to non-criminal threats

e Non-criminal threats: a threat not characterized by the element of human intent to
commit the act in question.

¢ Non-repudiation: ability to prove the occurrence of a claimed event or action and its
originating entities, in order to resolve disputes about the occurrence or non-occurrence
of the event or action and involvement of entities in the event

e Outsider: person or group not “trusted” with inside access, which may or may not be

known to the targeted Organization.
NOTE: Outsiders may or may not have been insiders at one time.

e Photo eye: a light sensitive sensor utilizing photoelectric control that converts a light signal
into an electrical signal, ultimately producing a binary signal based on an interruption of a
light beam.

e Pressure regulator: a device used to control the pressure of a gas or liquid.
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e Pressure sensor: a sensor system that produces an electrical signal related to the pressure
acting on it by its surrounding medium. Pressure sensors can also use differential pressure
to obtain level and flow measurements.

e Process controller: a proprietary computer system, typically rack-mounted, that processes
sensor input, executes control algorithms, and computes actuator outputs.

e Programmable logic controller (PLC): a solid-state control system that has a user-
programmable memory for storing instructions for the purpose of implementing specific
functions such as 1I/O control, logic, timing, counting, three mode (PID) control,
communication, arithmetic, and data and file processing.

e Preparedness: a very concrete research based set of actions that are taken as
precautionary measures in the face of potential disasters. Preparedness is an important
quality in achieving goals and in avoiding and mitigating negative outcomes.

e Preventive action: action to reduce or eliminate the cause of a potential nonconformity or
other undesirable potential situation

e Process hazard analysis (PHA): set of organized and systematic assessments of the
potential hazards associated with an industrial process. A PHA provides information
intended to assist managers and employees in making decisions for improving safety and
reducing the consequences of unwanted or unplanned releases of hazardous chemicals,
substances and operation. A PHA is directed toward analysing potential causes and
consequences of fires, explosions, releases of toxic or flammable chemicals and major
spills of hazardous chemicals, and it focuses on equipment, instrumentation, utilities,
human actions, and external factors that might impact the process.

e Proximity sensor: a non-contact sensor with the ability to detect the presence of a target
within a specified range.

e Relay: an electromechanical device that completes or interrupts an electrical circuit by
physically moving conductive contacts. The resultant motion can be coupled to another
mechanism such as a valve or breaker.

e Reliability: ability of a person or system to perform and maintain its functions in routine
circumstances, as well as hostile or unexpected circumstances.

e Remote terminal unit (RTU): a computer with radio interfacing used in remote situations
where communications via wire is unavailable. Usually used to communicate with remote
field equipment. PLCs with radio communication capabilities are also used in place of
RTUs.

e Risk acceptance: decision to accept a risk

e Risk attitude: Organization 's approach to assess and eventually pursue, retain, take or
turn away from risk

e Risk aversion: attitude to turn away from risk

e Risk avoidance: decision not to become involved in, or action to withdraw from, a risk
situation

e Risk communication: exchange or sharing of information about risk between the decision-
maker and other stakeholders
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e Risk register: a risk is an undesirable future event. The register analyses risks and drives
action to reduce the likelihood of the risk, increases visibility of the risk, ability to handle
the risk and reduce the impact of the risk should it occur.

e Risk retention: acceptance of the burden of loss or benefit of gain from a particular risk

e Safety instrumented system (SIS): a system that is composed of sensors, logic solvers, and
final control elements whose purpose is to take the process to a safe state when
predetermined conditions are violated. Other terms commonly used include emergency
shutdown system (ESS), safety shutdown system (SSD), and safety interlock system (SIS).

o Safety network: network that connects safety-instrumented systems for the
communication of safety-related information.

e SCADA server: the device that acts as the master in a SCADA system.

e Security audit: independent review and examination of a system's records and activities to
determine the adequacy of system controls, ensure compliance with established security
policy and procedures, detect breaches in security services, and recommend any changes
that are indicated for countermeasures.

e Security control: the management, operational, and technical controls (i.e., safeguards or
countermeasures) prescribed for an information system to protect the confidentiality,
integrity, and availability of the system and its information.

e Security plan: formal document that provides an overview of the security requirements for
the information system and describes the security controls in place or planned for meeting
those requirements.

e Security policy: security policies define the objectives and constraints for the security
program. Policies are created at several levels, ranging from Organization or corporate
policy to specific operational constraints (e.g., remote access). In general, policies provide
answers to the questions “what” and “why” without dealing with “how.” Policies are
normally stated in terms that are technology-independent.

e Security procedures: definitions of exactly how practices are implemented and executed.
NOTE: Security procedures are implemented through personnel training and actions using currently available
and installed technology.

e Security program: a combination of all aspects of managing security, ranging from the
definition and communication of policies through implementation of best industry
practices and ongoing operation and auditing.

e Security zone: grouping of logical or physical assets that share common security

requirements.

NOTE 1: All unqualified uses of the word “zone” in this standard should be assumed to refer to a security zone.
NOTE 2: A zone has a clear border with other zones. The security policy of a zone is typically enforced by a
combination of mechanisms both at the zone edge and within the zone. Zones can be hierarchical in the sense
that they can be comprised of a collection of subzones.

e Sensor: a device that produces a voltage or current output that is representative of some
physical property being measured (e.g., speed, temperature, flow).

e Servo valve: an actuated valve whose position is controlled using a servo actuator.

e Set point: an input variable that sets the desired value of the controlled variable. This
variable may be manually set, automatically set, or programmed.

¢ Single loop controller: a controller that controls a very small process or a critical process.

e Social engineering: an attempt to trick someone into revealing information (e.g., a
password) that can be used to attack systems or networks.

e Solenoid valve: a valve actuated by an electric coil. A solenoid valve typically has two
states: open and closed.
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e Statistical process control (SPC): the use of statistical techniques to control the quality of a
product or process.

e Steady state: a characteristic of a condition, such as value, rate, periodicity, or amplitude,
exhibiting only negligible change over an arbitrarily long period of time.

e Supervisory control and data acquisition (SCADA) system: a generic name for a
computerized system that is capable of gathering and processing data and applying
operational controls over long distances. Typical uses include power transmission and
distribution and pipeline systems. SCADA was designed for the unique communication
challenges (e.g., delays, data integrity) posed by the various media that must be used, such

as phone lines, microwave, and satellite. Usually shared rather than dedicated.
NOTE: Supervisory control systems are also used within batch, continuous, and discrete manufacturing plants
to centralize monitoring and control activities for these sites.

e Supervisory control: a term that is used to imply that the output of a controller or
computer program is used as input to other controllers.

e Target attractiveness: the appeal of an object of attack that may produce the result
demanded.

e Targets: an object of attack.

e Technical controls: the security controls (i.e., safeguards or countermeasures) for an
information system that are primarily implemented and executed by the information
system through mechanisms contained in the hardware, software, or firmware
components of the system.

e Temperature sensor: a sensor system that produces an electrical signal related to its
temperature and, as a consequence, senses the temperature of its surrounding medium.

e Topography: detailed description or representation of the natural and artificial features of
a landscape.

e Valve: an in-line device in a fluid-flow system that can interrupt flow, regulate the rate of
flow, or divert flow to another branch of the system.

Security Risk Assessment Methodology July 2014

This study was prepared by KPMG Advisory S.p.A. for GIE — Gas Infrastructure Europe 9

© 2014 KPMG Advisory S.p.A. an Italian limited liability share capital company and a member firm of the KPMG network of independent member firms affiliated with
KPMG International Cooperative ("KPMG International"), a Swiss entity. All rights reserved.



